Camp Hillcrest E-Safety Policy

Introduction
This policy applies to all members of Camp Hillcrest, including staff, volunteers, students and visitors, who have access to IT systems including; PC’s, tablets and smart phones.  The policy is designed to provide guidance for the use of IT systems, specifically the use of the internet and social media, at Camp Hillcrest.  All staff, volunteers, visitors and anyone working on behalf of Camp Hillcrest will be made aware of this policy.
Rationale

[bookmark: _GoBack]The internet and other digital technologies permeate all aspects of life in a modern technological society. Internet use is part of the statutory National Curriculum and is a necessary tool for staff and pupils.

Purpose
The purpose of this policy is to:
· Protect all children and young people at Camp Hillcrest who make use of IT systems (such as; PCs, tablets, smart phones, games consoles and hand held electronic devices) whilst in the care of Camp Hillcrest.
· To provide staff, volunteers and visitors with policy and procedure information regarding e-safety.
· To ensure Camp Hillcrest is operating in line with its values and the law regarding how Camp Hillcrest uses information technology.
Aims
Our aims are to ensure that all pupils, including those with special educational needs:
· will use the internet and other digital technologies to support, extend and enhance their learning;
· will develop an understanding of the uses, importance and limitations of the internet and other digital technologies in the modern world including the need to avoid undesirable material;
· will develop a positive attitude to the internet and develop their ICT capability through both independent and collaborative working;
· will use existing, as well as up and coming, technologies safely.

Internet use will support, extend and enhance learning

· Pupils will be given clear objectives for internet use.
· Web content will be subject to age appropriate filters.
· Internet use will be embedded in the curriculum.
· Pupils will develop an understanding of the uses, importance and limitations of the internet
· Pupils will be taught how to effectively use the internet for research purposes.
· Pupils will be taught to evaluate information on the internet.
· Pupils will be taught how to report inappropriate web content.
· Pupils will develop a positive attitude to the internet and develop their ICT capability through both independent and collaborative working.
· Pupils will use the internet to enhance their learning experience.
· Pupils have opportunities to engage in independent and collaborative learning using the internet and other digital technologies.

Pupils will use existing technologies safely
· Pupils will be taught about e-safety
.
Data Protection
· Any personal data will be stored in accordance with; The Data Protection Act 1998.

E-mail
· Pupils will tell a member of staff if they receive inappropriate e-mail communications.
· Pupils will only use e-mail for approved activities.

Systems Security
· ICT systems security will be regularly reviewed.

Web Filtering
· Camp Hillcrest will ensure that appropriate filtering is in place.
· Pupils will report any inappropriate content accessed to an appropriate member of staff.

Communication of the e-safety policy to pupils
· Pupils will read (or be read) and sign the age appropriate Internet Acceptable Use Policy before using these resources.
· E-safety rules will be posted in each room where a computer is used.
· Pupils will be informed that internet and Learning Platform use will be monitored.

Communication of the e-safety policy to staff
· The e-safety and acceptable use policies will be given to all new members of staff as part of the staff handbook.
· The e-safety and acceptable use policies will be signed by all staff and discussed with them at least annually.
· Staff will be informed that internet use will be monitored.

e-safety Complaints
· Instances of pupil internet misuse should be reported to a member of staff. 
· Staff will be trained so they are able to deal with e-Safety incidents. They must log incidents reported to them and if necessary refer the matter to a senior member of staff.
· Instances of staff internet misuse should be reported to, and will be dealt with by; the director.

Camp Hillcrest Responsibilities for Internet Safety
Director
· Responsible for e-safety issues within Camp Hillcrest l but may delegate the day-to-day responsibility to another member of staff.
· Ensure that developments at Local Authority level are communicated to the staff.
· Ensure that the relevant child protection officer is informed of any e-safety issues.
· Ensure that appropriate funding is allocated to support e-safety activities throughout Camp Hillcrest.

Teaching and Support Staff
· Contribute to the development of e-safety policies.
· Adhere to acceptable use policies.
· Take responsibility for the security of data.
· Develop an awareness of e-safety issues, and how they relate to pupils in their care.
· Model good practice in using new and emerging technologies.
· Deal with e-Safety issues they become aware of and know when and how to escalate incidents.
· Maintain a professional level of conduct in their personal use of technology, both within and outside school.
· Take responsibility for their professional development in this area.












